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Interesting facts on Identity Management

n a 10,000 users network, 54,180 hours are
spent administering users, user stores, &
authentication in a single year.

n that same 10,000 users network, 2,666 hours
are lost each day when employees are busy
“logging In” to the various operating systems,
applications, & directory services. That is only
15 minutes a day for logging In to the
applications & directory services.
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Product Definitions

ctive Directory

central component of the Windows platform, Active Directory directory
service provides the means to manage the identities and relationships that

make up network environments.

1S

icrosoft Identity Integration Server (MIIS) 2003 is a centralized service that
stores and integrates identity information for organizations with multiple
directories. The goal of MIIS 2003 is to provide organizations with a unified
view of all known identity information about users, applications, and

network resources.

harePoint
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Feature Pack

%» Free download that iIs a scaled-down
version of the Enterprise Edition

> Active Directory/Exchange 2000/2003
GAL synchronization

Works with any edition of SOL Server

rauéfﬁtity Integration
Feature Pack

for Microsoft' Windows ServerActive Directory’




Microsoft Identity Integration Server
(MIIS)

& Support for over 20 repositories
¢ Provides a single enterprise view of a user

¢ Uses SQL Server as the information repository

¢ Automated account creation/deletion
¢ Group & distribution list management
¢ Workflow

« Password management




MIIS Management Agents

MIIS ships with the “Management Agents” that will
allow you to integrate with many different types of
repositories. Here is a sample list of the connectivity
capabilities of MIIS:

Network Operating Systems and Directory Services Microsoft Windows NT®, Active Directory®, Active Directory Application
Mode, IBM Tivoli Directory Server, Novell eDirectory,
SunONE/iPlanet Directory, X.500 systems, and other
metadirectory products

E-mail Systems Lotus Notes and Domino, Microsoft Exchange 5.5, 2000, and 2003

Application Systems PeopleSoft, SAP, ERP?, telephone switches, XML and DSML based
systems

Database Systems Microsoft SQL Server™, Oracle, Informix, dBase, IBM DB2

File-based Systems DSMLv2, LDIF, CSV, delimited, fixed width, attribute value pairs

Connectivity to the PeopleSoft, SAP, and ERP systems can be achieved by connecting to the
underlying databases or by interfacing to a flat-file export from these systems.




Understanding the ldentity Life
Cycle

-User ID creation

17 [,Q
. ] {Q] /@8 -Credential issuance
SN dﬂ (] -Entitements

New User J

Retire User
-Delete accounts
-Remove entitlements 2

Change User
-Promotions
-Transfers
-Entitlement changes

Help Desk
-Password reset

@ -New entitlements




Understanding ldentity Integration
Using MIIS

¢ Synchronizes multiple repositories
¢ Agentless connection to other systems

¢« Attribute level control . Intranet Active
_ Directory
¢ Manage global address lists
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¢ Automate group and DL management
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Windows SharePoint Services

hat Is SharePoint?

nables enterprises to develop an intelligent portal that
seamlessly connects users, teams, and knowledge so that
people can take advantage of relevant information across
business processes to help them work more efficiently.
SharePoint Portal Server 2003 provides an enterprise
business solution that integrates information from various
systems into one solution through single sign-on and
enterprise application integration capabilities, with flexible
deployment options and management tools.




Platform Support

% Server

Indows Server 2003
etter with AD deployment - not required

upports NT4 domain authentication

SDE is default data store

QL Server 2000 recommended (with SP3)
Browser Clients

nternet Explorer 5.5 or later

etscape 6.x or later



Enterprise

SharePoint Strategy

+ Spectrum of sites — centralized in
large scale farms or standalone

% Rich out-of-box solution for
collaboration and portals

»Consistent user, developer and
admin experience

Division

Teams

+» WebServices
% Business Processes
+» Business Intelligence




Major Investments
A platform approach

SharePoint Enterprise Portal
Portal Server Solution
2003

Team Collaboration
Solution

Windows

SharePoint . Windows
Site Framework

Services p——— >~ Server 2003

ASP. NET

SQL Server




Windows SharePoint Services
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SharePoint Portal Server
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SPS and Single Sign-On

A user accesses the Web Part that integrates with the enterprise application for the first time. The Web Part code checks whether the user credentials for
the required application are stored in the single sign-on database. If they are stored, the process continues from step 6 in this list.

If there are no credentials stored for this user for the required application, the user’s browser is redirected to the logon form for this application.

The user supplies credentials for the application.

The supplied credentials are mapped to the user’s Windows account and stored in the single sign-on database.
User is redirected to the original Web Part.

The Web Part retrieves the credentials from the single sign-on database.

The Web Part submits the credentials to the enterprise application and retrieves the necessary information.

The Web Part is displayed to the user.

SharePoint Back-end
Portal Server enterprise
application




Content Creation

Capture information
ynamic Lists — Documents, Images, Items etc.
ich and flexible views

etadata to describe content

% Document Collaboration
heck-in & Check-out

ocument Versioning




Site Customization

% Rich customization using FrontPage

ustomizable templates

euse any site or list

% Browser based customization
dd .NET Web Parts

hange themes
% Extensible via .NET and Web Services

nclude custom web parts to deliver all tools and




Deployment

High Performance Architecture

oad balanced web front-ends

lustered SQL storage

% Provision and deploy collaboration
for every team in the Enterprise

I provides managed service
ontent is protected

ackup/Restore procedures




Management

% All administration Is browser-based
% Manage Enterprise Collaboration

utomated Quota Enforcement
utomated Archiving of Inactive Sites

sage analysis and monitoring

% Administer team sites

ser/Group access to team sites

Ite customization




Indexing & Search

<% Search

ow reaches more than just documents —includes
Categories, Teams, Sites, and People (public
view of ‘My Site’)

Subscriptions & Notifications

educe time wasted spent searching for
iInformation

ush updated content to users

nclude details about what has changed




User & Audience Profiling

User profiling

hare information about users with applications
and other users

ntegrate with existing directories

% Content Targeting

arget information and applications to specific
audiences

reate audiences based on user profiles

Personally relevant portal




Application Integration

% Mainstream platform & tools

NET Web Parts and Web Services as Windows
Server technologies

uild Web Services with Visual Studio .NET

onstruct SharePoint Web Part connections to link
web services together

% Spectrum of integration models

oint-to-Point
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MIIS Resources

ldentity Integration Feature Pack 1la:

MIIS Website:

Microsoft Identity Integration Server 2003 Resource Tool Kit 2.0:

MIIS 2003 Training and Events :

MIIS 2003 Partners :




SharePoint Resources

Shar ePoint Portal Server Code Samples
Products and Technologies Web Component Directory
Web Parts

TechNet L abs

Single Sign-On in SharePoint Portal Server 2003

SharePoint Portal Server 2003 Trial Software




Demo

< MIIS Demo
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