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The Complexity of Business

. Regulations
Conformance to Policy
Auditability

. Information Overload
Redundant Data

Regulatory Unique Business
Compliance Line Needs Overload

Mergers & Multiple sources
Acquisitions
. Security
Privacy

Internal & external attacks

. Globalization
Across business boundaries

Globalization

Across borders
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The Promise of eBusiness

Connect and
Automate...

the Business
Ecosystem
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Requirements

- Connectivity — the Internet
- Interoperability — Web Services
- Adaptability - Identity
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Requirements

- Connectivity — the Internet
- Interoperability — Web Services
- Adaptability — Identity

— Identity

— Roles

— Policy

— Compliance
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Getting to Identity-Driven Computing

A Fragmented Enterprise

B Identity Foundation Applied

C Business Applications Delivered
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The Fragmented Enterprise

Today's Fragmented —

Enterprise

LDAP | Laptops | PBX/CTI | Databases | OS | Legal
Customer Portal | HR | Accounting
Network | Employee Portal

- Fragmented, Legacy Systems
- No aggregated view of identity or applications
- Widely diverse resources and devices
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ldentity Services Foundation

MANAGEMENT SECURITY
Identity Foundatlon
Applled Integration Automation Access Compliance _
Identity Provisioning Authentication Audit
Applications Approvals Authorization Monitoring
Transactions Self-Service Single Sign-On Reporting

Identity Management helps integrate identity stores and Access Management
provides role-based security with auditing for compliance.

Application Integration enables aggregated view of systems presented through
Portals for self-service and automation.

Resource Management automates provisioning of Resources to Users and
Devices, based on policy, and ensures compliance
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Business Applications

Integration

Portals / Self-

C Service

Business Applications

Delivered Password

management

White Pages /
eGuide

Automation

Life cycle
management

Process &
Resource
Management

Provisioning

Secure Access

Remote
Access

Single
Sign-On

Centralized
Administration

Compliance

Enterprise
Dashboard

Sarbannes-Oxley
compliance

HIPPAA
reporting

I S I

- Business Owner cares about these applications

- Underlying technology is required to be transparent to the

business owner
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Re-Defining Digital Identity
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Users, Devices, Servers,
Applications, Data & Content and

any other Resources

All Business Assets are Identities



ldentity-Driven Computing Model

Revolutionary Model...
Evolutionary Implementation

Expose as Services
Services enable transforming tightly coupled
functions to loosely coupled services

Derive Context
Context helps make better decisions

Manage through policy

Policy enables consistency and centralized
automation with required auditability and
visibility
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ldentity-Driven Computing Model

Drive adaptive identity-driven behavior
in all identities/entities of the business
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ldentity-Driven Computing Model

Resourcé
Management

Drive adaptive identity-driven behavior
in all identities/entities of the business

...enabling existing systems to be
identity-driven systems
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ldentity-Driven Computing Model
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Drive adaptive identity-driven behavior
in all identities/entities of the business

...enabling existing systems to be
identity-driven systems

...based on a comprehensive foundation
provided by Identity Management, Web
Services & related services
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ldentity Driven Computing Architecture

© Novel
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ldentity and Access Automation

© Novel
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Identity-Driven Products

Identity

Stores /
Applications Integration Automation

Secure Access

1 Ef Novell Nsure Identity Manager
Databases
Novell Virtual Novell
- Directory ove
~ Services ZENworks
S

Novell exteNd

E]ﬂ ‘. Enhanced

: i Provisioning
Directories Module

L
B,
CRM
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Novell Nsure Novell Nsure
Securelogin Audit

Novell Nsure
Access Manager/
iChain

Novell Security
Manager

Novell Modular
Authentication
Service






Unpublished Work of Novell, Inc. All Rights Reserved.

This work is an unpublished work and contains confidential, proprietary, and trade secret information of Novell,
Inc. Access to this work is restricted to Novell employees who have a need to know to perform tasks within the scope
of their assignments. No part of this work may be practiced, performed, copied, distributed, revised, modified,
translated, abridged, condensed, expanded, collected, or adapted without the prior written consent of Novell, Inc. Any
use or exploitation of this work without authorization could subject the perpetrator to criminal and civil liability.

General Disclaimer
This document is not to be construed as a promise by any participating company to develop, deliver, or market a

product. Novell, Inc., makes no representations or warranties with respect to the contents of this document, and
specifically disclaims any express or implied warranties of merchantability or fithess for any particular purpose. Further,
Novell, Inc., reserves the right to revise this document and to make changes to its content, at any time, without
obligation to notify any person or entity of such revisions or changes. All Novell marks referenced in this presentation
are trademarks or registered trademarks of Novell, Inc. in the United States and other countries. All third-party
trademarks are the property of their respective owners.




